This paper presents an in-depth analysis of the technical and business implications of adopting Radio Frequency Identification (RFID) in organizational settings. The year 2004 marked a significant shift toward adopting RFID because of mandates by large retailers and government organizations. The use of RFID technology is expected to increase rapidly in the next few years. At present, however, initial barriers against widespread adoption include standards, interoperability, costs, forward compatibility, and lack of familiarity. This paper describes basic components of an RFID system including tags, readers, and antennas and how they work together using an integrated supply chain model. Our analysis suggests that business needs to overcome human resource scarcity, security, legal and financial challenges and make informed decision regarding standards and process reengineering. The technology is not fully mature and suffers from issues of attenuation and interference. A laboratory experiment conducted by the authors shows that the middleware is not yet at a "plug-and-play" stage, which means that initial adopters need to spend considerable effort to integrate RFID into their existing business processes. Appendices contain a glossary of common RFID terms, a list of RFID vendors and detailed findings of the laboratory experiment.
I. INTRODUCTION
RFID (Radio Frequency Identification) is an emerging technology intended to complement or replace traditional barcode technology to identify, track, and trace items automatically. RFID is claimed to add intelligence to and to minimize human intervention in the item identification process by using electronic tags. The tags are significantly different from printed barcodes in their capacity to hold data, the range at which the tags can be read, and the absence of line-of-sight constraints.
RFID dates back to the 1940's when the British Air Force used RFID-like technology in World War II to distinguish between enemy and friendly aircraft. The theory of RFID was first explained in 1948 in a conference paper entitled "Communication by Means of Reflected Power" [Stockman, 1948] . The first patent for RFID was filed by Charles Walton in 1973 [Takahashi, 2004] .
Perhaps the most familiar application of RFID is the automated toll-paying systems along East Coast and West Coast toll roads. However, the cost equation only recently became favorable for widespread adoption. The drive toward adopting RFID is being further enhanced by mandates from large retailers such as Wal-Mart and Target, and the US Department of Defense, who require all suppliers to implement this technology within the next few years. Initial savings and benefits estimated to accrue to Wal-Mart include [ROI-Watch, 2003 ]:
• $6.7 Billion in reduced labor costs (no bar-code scanning required)
• $600 Million in out-of-stock supply chain cost reduction
• $575 Million in theft reduction
• $300 Million in improved tracking through warehousing and distribution centers
• $180 Million in reduced inventory holding and carrying costs The U.S. Department of Defense, with 43,000 suppliers is planning to overhaul its entire supply chain because it believes that RFID will reduce losses due to lack of information. The General Accounting Office substantiated the need in a December 2003 report that showed a $ 1.2 billion discrepancy between the material shipped and the material received in Iraq by the Army [Tegtmeier, 2004] .
Among organizations, a supply network characterized by rich information exchange, which can be enabled by RFID, increases the feasibility of implementing alliances of firms that exchange information to coordinate production and distribution, outsource functions and services, and partner with suppliers and intermediaries [Lee, Padmanabhan et al., 1997; Straub, Rai et al., 2004] . Without RFID it will likely be too difficult to extract, share, coordinate, and control information as products work their way through the value chain of one firm to another. It is easy enough to create a futuristic vision of networks of organizations, but real firms specialize in one area, delivery trucks travel only half-full, and demand forecasting is messy; the logistics of moving goods is a difficult, error-prone, and information-poor process. An RFID-enabled supply chain may, for the first time, provide firms with the data and tools needed to analyze and "rationalize" their supply processes fully.
TAGS
The key component of an RFID system is the tag itself. Tags come in a large variety of forms and functional characteristics (Section II). One useful way of classifying tags is to divide them into active and passive classes.
• active tags whose read/write range is longer and
• passive tags with shorter range.
However, passive tags are much cheaper than the active tags and are therefore more widely used. Tags represent a big portion of cost in any RFID implementation. One tag may cost anywhere between 0.2 and 10 dollars depending on factors like form, operating frequency, data capacity, range, presence or absence of a microchip, and read/write memory.
Ordinary barcode labels cost less than a cent on average. However, they easily become soiled, dirty, torn, marked over, hidden in frost, and need line-of-sight orientation. Correct orientation requires extra human intervention to make the barcode readable. RFID tags do not suffer from these disadvantages. In addition, unique features such as ability to be written to and long range potentially can spawn a whole new set of applications and radically improve the performance of applications such as inventory management and supply chain management. The possibility of automatically detecting and tracking items promises substantial reductions in costs and time needed for inventory management. In short, applications built around this technology can provide both operational and strategic benefits to adopting organizations.
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CHALLENGES
Yet many technical and business challenges lie ahead before RFID becomes commonplace. Technical issues include problems of interference, security and accuracy, while business issues pertain to such problems as cost and lack of standards. As of December 2004, three groups offered competing proposals for setting up RFID standards to EPCglobal, the standards body for auto-identification. At this juncture companies need to formulate strategies for short-term adoption and evaluation as well as long-term phased integration of RFID into their business models.
ORGANIZATION OF THIS PAPER
In the next section we describe the essentials of RFID (the basic hardware, software and infrastructure components that make up an RFID system). With the help of a model we explain how these components work together. In section III we present a classification framework that may be used to categorize RFID applications. In this section, some applications are discussed to give the reader an idea about the diversity of RFID applications and how the framework may be used to chart this diversity. In section IV, various business, technical and strategic challenges such as costs, issues regarding standards, security, legislative concerns, business process redesign, and strategic alignment are discussed in detail. Section V provides a brief checklist for RFID adoption. In section VI we turn to the research implications of RFID, issues such as enterprise integration, supply chain management, data warehousing, the role of standards in IT adoption, and RFID ROI are dealt with in detail. The last section presents conclusions.
II. RFID ESSENTIALS
This section describes the basic components of an RFID system. Note that the exact configuration of a particular deployment depends on the vendor, system integrator, and the application.
An RFID system includes:
• Transponders (Tags) that allow items to be identified.
• Antennas and Readers/writers that allow tags to be interrogated and to respond.
• Software that controls the RFID equipment, manages the data and interfaces with enterprise applications.
TRANSPONDERS (A.K.A TAGS.)
Transponders are the distinguishing feature of an RFID system. Transponders are the 'labels' that are attached to objects to be identified. Due to their wide-spread use in supply chain operations, they are commonly known as tags. These microchip-based tags with a tiny antenna attached to them (Figure 1 ) can hold up to 10 Kbits of data. The data stored can include product identification, expiration, warranty, handling and storage instructions, and service history. Instead of visible light used in ordinary bar code labels, these tags use radio waves to communicate with the readers. To produce radio waves tags require some source of energy to power its electronics. Active tags use a tiny battery, a microchip, and a tiny antenna built into them ( Compared to passive tags, active tags are more expensive (typically more than US$20 each) but they provide a longer read/write range (up to a 100 feet or more), offer greater functionality, and their battery life is up to a year.
'Passive' tags, such as the one shown in Figure 3 , are relatively inexpensive (may cost anywhere from 20 cents to several dollars) because they do not contain a battery within them; instead they draw power from the reader's radio signals that induce a current in the tag's antenna using either inductive coupling or electromagnetic capture. This power is used both for chip operation and for communication. Passive tags essentially reflect back the radio waves from the reader in order to communicate -a phenomenon sometimes known as backscatter. However, their signal range is very low, usually less than 10 feet. Semi-passive tags fall somewhere between the two; they use a battery for a chip's standby operation but draw energy from the reader during active communication sessions.
Source: Texas Instruments Chipless tags, on the other hand, may be cheapest of all because they do not contain siliconbased chips and memory. They can be produced for about a cent each for bulk quantities of millions. They offer several advantages over other types such as thin physical profile, less sensitivity to interference, and operation over a wider range of temperature. Since their physical
Chip

Antenna
Integrating the Supply Chain with RFID: An In-Depth Technical and Business Analysis by Z. Asif and M. Mandviwalla profile is very thin they could be embedded in paper labels, producing what are commonly known as smart labels. Several technologies are used for chipless tags, including inductive resonance and magnetic resonance. The former type uses transistor-less circuits made up of conductive polymers as a substitute for silicon-based micro-chips. Magnetic resonance tags use special kinds of microscopic magnetic particles that emit signature radio waves when bombarded with electromagnetic radiation by the reader. The reader picks up the radio emission from these particles and converts the signal into bits. This kind of tag can be used for authenticating sensitive documents like intelligence reports and currency notes.
On the other hand, their storage capacity is still quite low, typically 24 to 32 bits compared to up to several kilobits for chip-based tags. Their operating range is only about one meter. Being without silicon memory, they can not store unique serial numbers. That is why they are not suitable for supply chain applications. Chipless tags are modified versions of RF-based electronic article surveillance (EAS) tags that contain only a single inductance-capacitance circuit usually printed with conducting ink. EAS tags can only indicate their presence or absence by reflecting back radio waves beamed at them, essentially exhibiting a one-bit storage capacity. Chipless tags achieve multi-bit capability by using multiple circuits that are layered on top of one another. At present, they represent about 2.5 % of RFID market, but this share is expected to grow to 30% in the next decade [Harrop and Das, 2004] .
The tags can also be distinguished from each other based on their intended use, size, and shape and whether or not data can be written to them. Active tags are usually bigger than passive tags because they are usually meant for extended reuse and rugged environments; for example to be mounted on ship containers or railway carriages. Read-only tags are less expensive than readwrite tags because they do not require rewritable memory used in read-write tags, such as EPROM, EEPROM, or flash memory. The operating frequency of radio waves employed also varies. Low-frequency RFID tags ( Figure  4 ) operate at 125 to 134 kHz, for US and international use. High-frequency systems use 13.56 MHz. Frequencies of 866 to 960 MHz are used in UHF (ultra-high-frequency) systems, while microwave systems operate at 2.4 to 5.8 GHz [Dipert, 2004] .
Since metals and liquids absorb radio waves, presence of such items in the environment adversely affect the performance of RFID devices. High-frequency waves are absorbed more readily and are thus more susceptible to attenuation than low-frequency ones. Therefore lowfrequency tags are more suitable for high water content products such as fruits, or those packaged in tin cans. In general, the relative values for various characteristics of tags operating at different frequencies can be summarized as shown in Table 2 . RFID tags come in many forms, including glass capsules, disks, cylindrical tags, wedge-shaped tags, smart cards, and keychain fobs, and can range from a few square millimeters to up to a few inches long ( Figure 5 ). Different form factors are suitable for different applications. For example, small glass capsules (2mm by 1cm) may be injected directly under the skin through large-gauge hypodermic needles to tag cattle, as glass is non-reactive and non-biodegradable [Troyk, 1999] . Similarly, different operating frequencies are suitable for different purposes and there is no ideal frequency for all applications. For instance, while higher frequencies may be needed in the shipping industry for longer range, low frequencies may be more suitable for access control purposes.
Source: www.qualtechnetworks.com 
ANTENNAS
Antennas also come in a diverse range of form and technical factors ( Figure 6 ). They are used in both the tags and the reader (see next subsection). The size could vary from under a square centimeter to several square meters. Technically speaking, UHF reader antennas can be classified as circular-polarized or linear-polarized antenna. The former emit and receive radio waves from all directions, while the later work best in one particular direction ( Figure 6 ). Therefore circular-polarized antennas are less sensitive to transmitter -receiver orientation and work better 'around corners'. However, the operating range of a linear-polarized antenna is more than that of a circular-polarized antenna [Intermec, 2004] . The operating range of an antenna also depends upon its gain which is its ability to focus radio waves. Higher gain antennas can work at a longer range than the lower gain counterparts. However, there is always a tradeoff between gain and coverage area (a.k.a. reader field). Therefore, omni-directional antennas have smaller gain and the ones that cover a narrower area will have a higher gain (Figure 7 ).
When a tag communicates with an antenna, the radio frequency portion of the circuit between the tag and the antenna is called the air interface. This radio communication takes place under a certain set of rules called air interface protocol. Propriety protocols may cause interoperability problems with equipment from different vendors. In the US, the use of antennas is controlled by the FCC and in Europe by the ETSI. These regulatory bodies impose upper limits on the total output power that can be transmitted by the antennas and also license different frequency bands for various purposes. Although, high frequency RFID equipment work in ISM (Industrial Scientific Medical ) bands that can be used without license (provided the output power does not exceed 1 watt), all antennas must be approved and certified before they can be used. Users need not worry about this limitation because vendors in the US and elsewhere are not permitted to sell equipment that operates beyond legal limits.
READERS (A.K.A. INTERROGATORS)
Readers read or interrogate the tags. In reading, the signal is sent out continually by the (active) tag whereas in interrogation, the reader sends a signal to the tag and listens. To read passive tags, the reader sends radio waves to them, which energize them and they start broadcasting their data. The reader reads all the tags within its read range in a quick succession. This automatic process reduces read times. In a field test, Marks & Spencer, UK, tagged 3.5 million bins with RFID tags. While it used to take 17.4 minutes to read 25 trays with bar codes, on 36 dollies, RFID reduced that to just three minutes. This result was in an 83% reduction in reading time for each tagged dolly. .
If more than one tag is present within the range of a reader, various techniques are available to read them all sequentially. These techniques, grouped under the name of 'singulation', identify individual tags by allowing only the tags with a specific serial numbers to respond. The scheme where the reader controls the response timing of the tags is known as reader talks first method. Conversely, the scheme where tags start beaming their data as soon as they are energized by the reader is known as tag talk first method. The former method is more accurate but is slower compared to the latter.
Readers work at different frequencies, from a low of about 100 KHz to a high of about 5.8 GHz.
The Tris S2000 reader used in our laboratory experiments (Appendix I) works at 134.2 kHz, which is at the low end. Read ranges for lower frequency systems are smaller but the systems are less susceptible to performance degradation in presence of metal or water in the environment.
The readers are usually connected to a remote antenna, some readers may work with multiple antennas and use a device multiplexer [Acsis, 2004] . The readers also come in various form factors ( Figure 8 ) ranging from huge frames that cover an entire entrance to the smallest reader which is the size of a quarter [SkyeTek, 2004] .
Integrating Some readers can also write to the tags (Figure 9 ), which means that data on the read/write tags may be changed and added to in real time. This ability may prove helpful in situations where customer needs, business processes and standards may change any time. Read/write tags are reusable which reduces long term operating costs.
Source: www.rfidmicro.com 
SOFTWARE
Software is the glue that integrates an RFID system. Again it depends upon the industry context, but usually a front end component manages the readers and the antennas and a middleware component routes this information to servers that run the backbone database applications. For example, in a manufacturing context, the enterprise software will need to be made aware of RFID at various levels depending on how far downstream into manufacturing and out into the supply chain RFID is implemented. The RFID Journal categorizes middleware technologies into three levels:
(1) software applications which solve connectivity problems and monitoring in specific vertical industries, (2) application managers that connect disparate applications within an enterprise, and (3) device brokers that connect applications to devices like shop-floor machines and RFID readers [Rockwell, 2004] .
The Auto-ID Center at MIT 1 developed a software program named 'Savant' to manage the enormous amount of data expected to be generated by RFID readers. In a typical manufacturing scenario, for example, readers will be picking up a continuous stream of tag data, which might contain errors such as duplicate reads and phantom-reads. The job of a savant is to filter and manage this data and forward only clean data in order to avoid overwhelming enterprise applications
AN INTEGRATED SUPPLY CHAIN MODEL
EPCglobal, an outgrowth of the earlier Auto-ID Center, is one of two primary RFID standardssetting groups. It proposed an Internet-based supply chain model that is aimed at improving supply chain end-to-end visibility. A key component of the EPCglobal model is the Electronic Product Code or EPC. The manufacturer adds an RFID tag to every item of its product line. Each tag contains a unique EPC which is a 96-bit code proposed as a successor to Uniform Product Code or UPC. The structure of the Electronic Product Code is illustrated in Table 3 .
Integrating the Supply Chain with RFID: An In-Depth Technical and Business Analysis by Z. Asif and M. Mandviwalla The supply chain is illustrated in Figure 11 . Starting with point A, items are packed into cases and loaded onto palettes -both of which have their own tags to provide greater visibility and to keep accurate track of the movement of items. When the palettes leave the manufacturer, a reader at the loading dock quickly reads all item tags in a serial fashion. This information is sent to a computer running the Savant data management program to filter the data and selectively forward information to application programs in order to avoid choking the network. Savant retrieves detailed information about the items from a server holding this information on web pages written in Physical Markup Language (PML) 2 . The address of this web page is provided to the Savant program by an Object Name Service (ONS) server, whose databases are administered by third parties such as VeriSign. It is a service that locates detailed information about an object stored on the Internet using the object's unique EPC. It works just like Domain Name Service (DNS) which locates web pages on the Internet using unique IP addresses. The ONS server maps an EPC to the address of the PML server, which is a dedicated computer configured to provide information to requesting clients and is maintained by the manufacturer.
The system now knows which items were produced where and when (point A in Figure 11 ). The same information is available to the distributor when the items arriving there are read by the readers on its side (point B in Figure 11 ). The items are quickly routed to the appropriate trucks (point C). As these items arrive at the retail outlet they are read by the receiving dock readers and its inventories are updated automatically (point D). Since the shelves at this outlet also have their own readers they can automatically raise replenishment orders. This sequence may be extended to the checkout counter when customers use RFID smart cards. They simply walk out the store 2 PML is based on XML, a widely accepted eXtensible Markup Language. 
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III. RFID APPLICATIONS FRAMEWORK
RFID applications are coming of age; numerous companies such as Procter & Gamble and Intel created posts of vice president for RFID research and development [Walker, 2004] . RFID is being used in an ever-increasing number of industries for such purposes as access control, package tracking, inventory management, e-government, baggage handling, fraud prevention and even school attendance. Broadly speaking, these applications may be classified according to the major purpose of deploying RFID,
• identification,
• authentication,
• location, or
• automatic data acquisition.
Authentication applications, such as smart cards for no contact, simple, automatic payments of small amounts such as highway tolls and cafeteria bills, usually assume the tag-holder to be a person rather than an object, whereas most supply chain applications assume that the tag-holder is an object. The supply chain applications are also different from people applications in that their major thrust is automatic data acquisition (ADA) rather than authentication. In most ADA applications, objects such as produced items, cases, and pallets are tracked automatically and the captured data is used to derive enterprise applications such as supply chain management systems, customer relation management systems, and enterprise resource planning systems.
Applications that require identification or ADA, such as RFID tags embedded in athletes' shoes to keep accurate timings at major athletics events, belong to the domain of 'ubiquitous computing' or 'the Internet of things'. This concept envisages a world where RFID tags are attached to a multitude of things that automatically communicate and coordinate with other networked intelligent devices to accomplish tasks that now require human intervention.
However, the effectiveness and the functionality of these applications will be largely dependent on the type of tag itself. While some tags offer longer read ranges, others can hold more data or are easier to manufacture hence less costly. Keeping the above discussion in mind, we divide RFID applications along three dimensions; major purpose, tag type and whether or not the 'labeled' object is a human. The framework is shown in Figure 12 .
Integrating The following is a small sample of RFID deployments that may be mapped to the framework: [Bednarz, 2004] .
This application may be mapped as a 'human, GPS Sensor, location' application.
UNIVERSITY OF NEVADA LAS VEGAS
The University of Nevada, Las Vegas (UNLV) library reported saving $40,000 in replacement costs for the 500 "lost" items it found after tagging its 600,000-plus book collection ( Figure 13 ).
Source: www.smartek.com.tr Figure 13 . University of Nevada Reno Library Application They find that using RFID in libraries offers many advantages including self-checkout, self-check in, faster counter processing, automated sorting for re-shelving, better inventory management, in-
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NASA
Because Space Shuttle surfaces typically experience extremely high temperatures during reentry (1000s of degrees F) they require some form of a thermal protection system to prevent the vehicle from burning up. SRI International has developed a series of wireless sensors for monitoring these temperatures. The shuttle's surface is covered by 4-in-thick light-weight ceramic tiles that are attached to the underlying metal skin by a high temperature adhesive. However, sometimes hot gases penetrate the narrow gaps between the tiles and char the underlying adhesive. Hence all of these tiles must be inspected after each flight, and any tiles that are in danger of coming off must be replaced. This procedure is labor-intensive and time-consuming. Special RFID tags coupled with temperature sensors automate this job by signaling vulnerable tiles, eliminating the need to inspect all of them manually [Watters, Jayaweera et al., 2002] .
COMBINING RFID WITH OTHER TECHNOLOGIES
Additional benefits, such as supply chain visibility, may be gained when RFID is combined with complementary technologies like Global Positioning Systems [Pick, 2004] and Bluetooth. The case of DHL International, a third-party logistics provider, illustrates this point. DHL was able to monitor the movement of tagged Nokia phones as they traversed its distribution chain using both existing satellite systems and RFID [Walker, 2004] .
Intel Corp. is implementing a new supply-chain management concept called "Inventory in Motion" where products are shipped before orders are received, using RFID and GPS technologies. The idea is to keep the pipeline filled and moving by shipping the products as soon as they are built. Once the order is received the products are diverted and redirected to the hub nearest to the customer. This system requires knowing exactly where the products are in the supply chain at any instant. RFID combined with GPS provides this knowledge. Intel keeps $3.5 billion worth of inventory in its supply chain. It expects that improved visibility through RFID will save the firm millions of dollars and reduce current three-week delivery cycles to one week [Leach, 2004] .
OTHER APPLICATIONS
• RFID is being evaluated at Boston's Massachusetts General Hospital as a method of preventing transfusion of the wrong type of blood to patients [Bednarz, 2004] .
• A German forestry company is using RFID for its log tracking application [Dines, 2004] .
• To fight counterfeit products that are a common nuisance in the sports memorabilia industry, Emmitt Smith, an NFL superstar, is actively promoting the use of RFID for authenticating such products.
• In the livestock industry, the US Department of Agriculture commissioned an animalidentification system that would cost $550 million and be completed in five-years [Bednarz, 2004] .
• Michelin developed RFID-tagged tires. This innovation will allow Michelin to provide new value-added services such as roadside assistance for flat tires.
• Boeing and FedEx are actively evaluating the technology to facilitate aircraft maintenance processes by tagging parts with RFID chips that could hold not only the part number but also its installation date and manufacturer's code. This information could be used to access a global data base containing, for instance the part's complete life-cycle history [Tegtmeier, 2004] .
GROWTH RATES
IDC estimates that companies in the retail sector will spend nearly $1.3 billion on RFID in their supply chain operations in 2008, compared to about $91.5 million in 2003, a compound annual growth rate of 70 percent [Dines, 2004] . In a similar vein, the Wireless Data Research Group predicts that the global market for RFID will increase from $1 billion in 2003 to $3 billion in 2007. This increase in market size will come from applications like biometric identification, currency bills embedding chipless RFID tags, and item-level tagging in supply chains. Several kinds of organizations participate in the RFID market, including chip makers, system integrators, standards bodies, software writers, distributors, and of-course buyers (see Appendix II).
IV. CHALLENGES AND IMPLICATIONS OF ADOPTING RFID
Overall, RFID is still financially, technically, and operationally infeasible for many businesses, especially those whose supply chain, manufacturing, and logistics processes are not rationalized and standardized. RFID does promise to solve many problems, yet at the same time it gives rise to a new set of potential problems and issues. In this section we highlight the key issues and implications associated with RFID adoption. The analysis is based on an extensive detailed literature review (see Bibliography), informal interviews with industry executives and vendors, the results of a panel discussion moderated by one of the authors [Mandviwalla, Confino et al., 2004] , the results of an industry forum at Temple University involving key practitioners [Dignan, DeAlmo et al., 2004] , and a laboratory experiment conducted at Temple University using current RFID technologies (Appendix I).
HARDWARE AND SOFTWARE ARE A SIGNIFICANT EXPENDITURE
Although the prices of tags are falling, they represent significant cost. Passive tags may cost as little as 50 cents a piece (Table A-1) , but only for bulk orders of a million or more tags [Walker, 2004] . A reader today costs $1000 on average, yet some may cost as high as $3000. Similarly, the cost of middleware varies. For instance, software from TagsWare cost about $150 per antenna, while RFID Accelerator from ObjectStore starts at $25,000 per CPU for development licenses [Dines, 2004] . Many applications (such as RFID-enabled warehouses) require specialized hardware such as RFID enabled fork-lifts, conveyor belts, inventory wands and sorting machines that add to the total [Walker, 2004] . By comparison, the conventional UPC barcode labels cost less than a cent on average and a barcode reader may cost less than $200. In addition, barcodes do not need a special infrastructure.
In June of 2004, Wal-Mart announced a deadline of January 2005 for its top 100 suppliers to comply with its RFID mandate. That is, all cases and pallets traveling to a Wal-Mart facility will have an embedded RFID chip on them. For most suppliers, compliance with this mandate represents a significant expense. Overall, a large supplier could pay as much as $9 million in the first year to comply with the mandate, with about 80 percent of that going to the electronic tags for upwards of 16 million cases and pallets [Rothfeder, 2004] . These figures from Forrester Research corroborate figures from AMR Research, which found that a conservative cost estimate for RFID implementation for a typical consumer packaged goods (CPG) manufacturer would be around $13M to $23M for shipping 50 million cases per year. The break down is given in Table 4 . The presence of products or packaging containing metal components that block the RFID signal, or conveyor belts made up of static producing nylon, or glass fiber that produces radio noise
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TRAINING AND INTEGRATION
Then there are costs for training. Forrester Research believes that optimizing processes, analyzing data, and training workers would cost companies more than the purchase of RFID technology [Walker, 2004] . RFID implementation will also require system integration. ABIresearch [2004] estimates RFID integration services revenue will surpass that of hardware by 2007. In addition, firms will incur costs from conversion (including consultants), reallocation of staff, additional hiring, and maintenance contracts [Smart, 2004] . Moreover, few personnel are experienced in RFID implementation. RFID is not yet a black box technology. Significant unanswered business process questions remain, which means that organizations will require personnel who can easily integrate technical and business challenges. Such integrative personnel are very hard to find and train.
ITEM VS. PALLET TAGGING
Costs also depend upon the level of tagging. This choice makes item-level tagging versus palletlevel tagging an important business issue. At the item level, the number of tags required increases significantly along with an increase in amount of data generated by these additional tags. The cost of an individual tag also becomes crucial at the item level. There is little advantage of using tags that are as expensive as the item itself. The massive amount of data generated by item-level tagging also demands more sophisticated data filters and pipelines, which means more complex software layers and IT architecture. However, pallet-level tagging can not deliver all of the promised strategic benefits of RFID (Section VI).
STANDARDS
Standards, which are an essential condition for interoperability and a driver for cost reductions,
are not yet available. Currently, potential adopters of RFID face a chicken-and-egg dilemma: the prices of RFID equipment will not come down until it is adopted on a large scale. Another necessary condition for widespread adoption is the availability of pervasive standards. Early adopters of RFID will be wary of locking into the wrong standards, a potentially costly mistake both in terms of time and money [Jakovljevic, 2004] . Since contemporary supply chains span the globe, a consensus on international standards on frequencies is needed. Without such consensus it will be hard for an item using a specific country standard to traverse international supply chains.
SECURITY
RFID tags contain limited computational resources. Therefore it is a challenge to design adequate cryptographic algorithms for data security [Sarma, Weis et al., 2002] . Another security challenge arises from the RFID environment connecting everything [Sarma et al. 2002] . Generally an RFID tag cannot identify authentic readers. Thus, it is possible in theory to read RFID tags without authorized physical access to the item. A scenario in which unscrupulous elements equipped with a powerful RFID reader drive down a road and make a list of all valuable items in a store is plausible.
PRIVACY AND LEGISLATION
The biggest social issue centers on privacy concerns and threat of legislative oversight [Weis, Sarma et al., 2004] . This issue is much publicized with human rights groups raising their concerns about the prospects of human tagging. Artafact LLC and BIGresearch recently found that more than 60% of consumers who heard of RFID are very or somewhat concerned about the issues of privacy. The study was based on data collected from over 8000 consumers [Stegeman, 2004] .
ORGANIZATIONAL READINESS
Organizational structure and culture could impede smooth conversion to RFID in an organization. In a survey, a fear of change in the work environment was reported by almost 30% of respondents in the retail industry. Another 15% indicated that they feel animosity and internal distrust toward the IT department. Another cultural problem that appears in between 20 and 40 percent of all respondent categories is lack of an innovation culture [Abbott, 2004] .
Organizations that already implemented supply chain initiatives such as vendor managed inventory (VMI) 3 will have already structured their processes and thus be better ready for RFID adoption. RFID is also relevant for organizations that are innovators in logistics and are using or experimenting with ideas such as replenishing stock in small incremental steps, using third party companies so that a truck can be completely filled even if it contains goods for competitors, using EDI to streamline paperwork, and composite distribution (where trucks can carry different kinds of loads -e.g., refrigerated vs. non-refrigerated). The reason is that complex logistics become feasible when it is easy to separate, sort, combine, and recombine packages. A RFID-enabled warehouse and truck will still "know" where the item or box is even if they are mixed with other items.
ACCURACY
The accuracy of some readers is well below 90 percent [Rothfeder, 2004] . As pointed out in Section II, the range of most readers drop drastically if the tags are near metal or water because both these substances absorb radio waves. When more than one tag is present in the reader's range, tag collision can result in misreads or no reads. Since passive tags do not contain their own energy source, power consumption constraints are imposed on chip design. However, most of these problems are being solved. For example, efficient anti-collision algorithms are being developed, including TDMA (time-division-multiple-access), PJM (phase-jitter-modulation), FTDMA (frequency-and time-division-multiple-access) and eight-channel frequency-hopping algorithms [Dipert, 2004] . Progress is also being made in attempts to produce more power efficient chip designs and efficient error-correcting-code (ECC) schemes. Trolley Scan, a South African RFID company announced a UHF tag that consumes a quarter of energy used by conventional UHF tags [RFID-Journal, 2003 ].
IMPLEMENTATION CHALLENGES
Implementing RFID is not as straight forward as implementing an off-the-shelf solution. Significant physical issues are involved in RFID implementation such as the details of antenna configuration, environmental conditions (including electromagnetic interference and issues of radiation absorption and obstruction), and interaction of product materials with tag materials. Other operational decisions include deciding the best location to place the tag on a case or pallet, the best locations for placing antennas, and locations within the value chain where data should be captured automatically. Thus, considerable engineering skills are required for RFID implementation. Similarly, no packaged solutions are available for software that will be needed to run the RFID infrastructure. Since every organization will use a unique process model, it may become necessary to develop low level software to handle data communications from the readers to enterprise applications. Configuring middleware may involve some programming. Specialized troubleshooting and maintenance skills may also be required to keep RFID hardware, software, and electrical and radio systems running.
MANAGING PROJECTS: OPERATIONS TO MARKETING TO SYSTEMS
A key goal of supply chain management is greater speed and cost effectiveness [Lee, 2004] . Marketing tends to focus on pricing, customers, and product. An RFID-enabled integrated supply
Integrating the Supply Chain with RFID: An In-Depth Technical and Business Analysis by Z. Asif and M. Mandviwalla chain will likely lead to greater speed and perhaps, over time, lower costs. However, speed and cost are the relatively easy and obvious goals of RFID enabling a supply chain. The more interesting and potentially strategic application may include integrating supply chain concepts with customer (marketing) strategies. For example, envision a customer walking into an electronics store to buy the latest hot cell phone. They find the shelf is empty; the sales person has no clue about new stock because the store just ran out this morning, and the opportunity to make a sale is lost as the customer walks out. An alternative scenario could include:
The store shelf contains a small, inexpensive RFID reader and LCD display screen. As product stock runs out, the display screen lists the delivery date and time for new inventory. The customer may now conceivably come back to the store to buy the product.
Alternatively, the customer is offered a small price discount for placing an order now for the product. If the demand for the product is high, and potential new inventory options are low, perhaps the price shown is higher (pricing is displayed on easily modifiable inexpensive networked LCD screens).
If the customer chooses to order the item, the information is conveyed instantly to the RFID-enabled distribution center where the truck is being packed and the item is diverted to a shipping center for direct delivery to the customer.
If the customer is not interested in formally ordering, their interest is captured and transmitted further upstream to be used for refining demand models.
Regardless of the feasibility of the above ideas, the key point is that to take complete advantage of an RFID-enabled supply chain, the manager must now integrate traditional supply chain concepts of speed and cost with marketing concepts of pricing, customer relationships, and product customization. This approach requires a systems perspective in which products, supply chains, and customer relationships are seen as part of a larger whole and all aspects of the value chain are open to modification and change. The information systems orientation of understanding process flows may be key to fully realizing the benefits of an RFID enabled supply chain. These arguments imply that organizations starting internal RFID projects should include distribution, marketing, and information systems personnel in teams, and should use a systems perspective on planning and implementation. Lee et al. [1997] propose information sharing, channel alignment, and operational efficiency as strategies to counteract the "bullwhip effect", a phenomenon in which distorted information from one end of the supply chain can lead to excessive fluctuation in demand projections further up the chain. Information sharing means providing timely demand information upstream from a downstream site so that forecasts and orders are more accurate, while channel alignment is the coordination of pricing, transportation, planning, and ownership between the various actors in a supply chain. An RFID-enabled supply chain can make it much easier to capture and share retail data. Tag readers on the retail shelf, warehouse, and trucks can pinpoint real time sales, stock, and deliveries. However, organizations will need to establish appropriate control policies for how the sharing and alignment will occur. Without such control, an RFID-enabled supply may end up inundating the chain with too much information.
INFORMATION SHARING AND CHANNEL ALIGNMENT
V. A CHECKLIST FOR ADOPTION
Like any other information technology, RFID raises a new set of tasks: setting goals, evaluating other installations, selecting a vendor, planning conversion, managing the actual conversion, and assessing the results [Smart, 2004] . Companies considering RFID will need to plan for additional network infrastructure, storage capacity, RFID printers and readers, and additional data generated by millions of new tags flowing in its supply chain. Since RFID is bound to change
Integrating the Supply Chain with RFID: An In-Depth Technical and Business Analysis by Z. Asif and M. Mandviwalla existing processes it is advisable to do pilot testing prior to full fledged implementation [Walker, 2004] . It should also be realized that it is not the deployment of tags and readers by itself that will push companies ahead of their competitors. Rather it is the way an organization uses the finegrained and real-time data to change and improve its business processes that will determine the extent of strategic benefit to be obtained from RFID [Dines, 2004] . Table 5 provides a checklist [adapted from sun.com, 2003] of steps and issues to consider during adoption. 
VI. RESEARCH IMPLICATIONS
The sharp rise in media attention toward RFID coincided with the initial optimism provided by consultants and vendors. However, this euphoria was followed by pessimistic assessments by neutral observers and a reluctance by small organizations to adopt RFID. This situation is representative of the path followed by various IT innovations that provides an opportunity for conducting research.
RFID AND THE ROLE OF IS
Little research is published on RFID in IS. Given the system and process impact of RFID on the supply chain, it seems at the surface to be a good fit with the traditional skills of an IS researcher and the problems posed by the technology. For example, [Janz, Pitts et al., 2005] provide an interesting case study on RFID implementation in the healthcare industry. They conclude that traditional IS concepts such as project management and systems development techniques are still relevant but that RFID adds new wrinkles such as the need to be more sophisticated in data management and to be able to model RFID enabled processes better. These new wrinkles provide an important basis for future IS-led research.
ADOPTION OF TECHNOLOGY
Is it possible to mandate and control the introduction of new technologies? Wal-Mart and the DoD with their mandates required suppliers to adopt a new technology. Such an approach, if successful, may throw into question the traditional adoption and diffusion models which are premised on an assumption that technology users enjoy freedom of choice. The historical parallel is the experience of the automotive industry with EDI adoption. Can the insights from EDI adoption and all the missteps assist researchers and practitioners with RFID implementation? The Jan 1, 2005 Wal-Mart deadline passed and fell short of widespread implementation. Still the deadline did trail blaze a new "short-circuited" method of large scale adoption of new technologies. It would be interesting to study the impact on conventional adoption plans.
ROLE OF STANDARDS
The role of standards and the process of adopting standards are currently being studied [Hovav, Patnayakuni et al., 2004] . The intensity of interest in RFID standards, the assumptions in industry that adoption will be rapid, and will immediately create financial impacts that will lead to immediate consolidation of firms, may provide researchers with a vivid case of how standards can change (or not) an entire industry.
DATA WAREHOUSING
Successful RFID applications will potentially create terabytes of data. Quantitative changes of this magnitude invariably produce qualitative changes as well. In the case of RFID, such data volumes will impose severe strains on existing data management and storage structures and strategies. A stream of research on managing and storing large data sets is already underway in computer science (e.g., ACM international workshop on Data warehousing and OLAP), however, RFID may create new challenges because of the speed at which data is generated. Envisioning new ways to manage, use, and control RFID-generated data could provide a new role for IS researchers.
ENTERPRISE INTEGRATION
Enterprise integration focuses on seamless flow of data from one application to another and from one part of an organization to another. RFID brings a new opportunity to explore the ramifications of how data moves through the "bloodstream" of an organization. Rigorous research is needed to identify and evaluate the issues and benefits afforded by the additional visibility of data flows within an organization provided by RFID. By making the use and flows of data more visible, it may be possible to map areas where integration is most needed or most beneficial.
NEW RESEARCH-BASED PROTOTYPE APPLICATIONS
The availability of RFID generated sales and transaction data represent an opportunity for both researchers and vendors to envision new information visualization, gathering, analysis, and decision making tools. Academics long speculated about what could be done in an organization if only such and such data were available. RFID applications should bring us much closer to this reality. We may therefore need research-based prototypes that demonstrate new forms of decision making tools and related technologies.
SUPPLY CHAINS
An RFID enabled supply chain in one sense will, for first time, allow information and product flows to inter-relate as the "product" moves through raw material, manufacturing, distribution, retailing, consumption, waste, and even recycling. Imagine, for example, a RFID-enabled silicon chip that is part of an electronics component as it makes the journey. What stories that chip could tell! The RFID tag on that chip will now allow the product to carry with it information, information that in the past was always considered to be a separate independent flow in traditional supply chain conceptions. Will widespread adoption of RFID require re-examination of what we think of as a supply chain?
As discussed in Section IV, Lee, Padmanabhan et al., [1997] propose information sharing, channel alignment, and operational efficiency as strategies to counteract the "bullwhip effect." In this context, RFID may be relevant both as a research tool and as a mechanism to implement the proposed remedies.
Although various algorithmic solutions are proposed to model the bullwhip effect, to our knowledge no systemic "information and product flow" analysis describes how products move through the supply chain. It may be interesting to analyze the data from pilot projects in large complex organizations and completely map the flow of information (i.e., the information embedded in the tags and associated information) and how it is used. This kind of analysis may
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Rai, Patnayakuni et al., [2004] note that little formal research is published by the IS community on supply chain management. They provide a theoretical basis to understand the impact of supply chain integration. Their research model maps IT integration capabilities into supply chain process integration capabilities which then lead to specific firm performance variables. Supply chain process integration is based on information, physical, and financial flow integration and their premise is that IT provides the underlying infrastructure to enable the integration. This kind of research model is promising because it will allow the researcher to understand the impact and role of RFID (at its most basic an IT infrastructure investment) in information, physical and perhaps even financial flow integration (e.g., coordinating payments with RFID assured delivery).
RFID like any other technology brings challenges together with benefits. Craighead and Shaw [2003] as well as Rai, Patnayakuni et al., [2004] propose a resource-based view of the supply chain in which it is possible to assess the "value" of the various IT and operational capabilities of the manufacturer and associated supply chain partners. IT can directly impact value by, for example, reducing costs or indirectly impact value by enhancing the firms' capabilities (e.g., providing timely information that will eventually increase quality). Using the Craighead and Shaw or Rai et al. research model it may be possible to map and value the impact of RFID enabling an entire supply chain. Given the opportunity that RFID creates for all actors in a supply chain, it is likely a mistake to analyze costs and benefits within the context of a single firm. The models may also explain the real impact of Wal-Mart's decree on its suppliers. In the short term, RFID will likely reduce value by directly negatively impacting the financial performance of suppliers (e.g., the costs of RFID compliance) and also indirectly damage the supplier (e.g., divert human resources to making sure the chips work). However, over time, RFID adoption may lead to value creation and enablement. Empirical research that can map the macro impact of RFID adoption on a large firm's supply chain (and its partners and suppliers) will probably create new insights that can potentially change our theoretical and practical understanding.
DOES RFID MATTER? AND WHAT IS THE ROI?
RFID is a technology that does more, at a higher cost, and is more complex than traditional bar coding. The adoption of RFID provides yet another opportunity to explore the age-old IT ROI question. A key pending question for many organizations is identifying when to go from pallet level tagging to item level tagging. An econometric model to assess item level tagging and simulations that can analyze scenarios will be useful to managers who are considering the factors involved in implementing item level tagging.
VII. CONCLUSIONS
The advent of the Internet greatly enhanced the businesses' ability to reach out to individuals and personalize products for the mass market. RFID further extends the reach of IT systems beyond networked computers to include devices with no inherent information processing capabilities. This quantum change could represent a strategic opportunity for business organizations. In industrial applications, RFID systems may translate into better quality control and enhanced data security. They can increase supply chain efficiency by providing improved stock management and increasing throughput. They can reduce labor costs. They can help reduce losses from inventory shrinkage and infiltration of counterfeit goods in the supply chain. In the company's warehouses, RFID can improve receiving, picking, and shipping accuracies. In short, RFID is an enabling technology. It is entirely possible that the "killer app"
is not yet implemented. When organizations adopt RFID to streamline their supply chain, they may envision new ways to achieve competitive advantage.
After the high-amplitude crest of RFID hyperbole and the relatively shallow trough of negativity, we are heading towards a dampened yet more realistic implementation of RFID. Many companies are moving cautiously toward adoption due to the absence of clear first-mover advantages, complexity of the technology and ROI concerns.
Given the current challenges of integration, interference, and other technology and implementation problems, a university can be an invaluable resource to local organizations by taking a leading role in testing and evaluation. For example, in establishing a testing laboratory at which organizations can see demonstrations and evaluate products and envision new applications. Many vendors and system integrators provide such laboratories; however, their agenda is different. The academic spirit of vendor-neutral evaluation can play a major role. Moreover, such laboratories can also help universities produce the trained personnel that organizations want to hire.
Like other information technologies, RFID will eventually carve a place for itself and may become widespread. What is important at this stage is to carefully catalogue the lessons learned by early adopters and make this knowledge available to would-be adopters and researchers. The role of researchers is to identify, evaluate, and propose solutions to issues in order to develop guidelines for deriving maximum benefits from the technology while avoiding its pitfalls. This paper is a small step in that direction because it provides:
• an in-depth analysis of the technology to a level normally not available in consulting reports (Section II),
• an integrated model that illustrates how RFID can be implemented in the supply chain (Section III),
• an applications framework to understand and envision applications (Section III),
• in-depth analysis of business implications (Section IV),
• a checklist for adoption (Section V), and
• specific suggestions for research (Section VI). In the latter mode, the reader utility kept displaying the contents of input buffer at very short intervals of time. In 'single read' mode data was displayed only when a tag was read. If the tag were of read/write type, the utility automatically switched to read/write mode. One of the tags was 'programmed' using this utility by changing its identifying serial code. It was noticed that the tags were actually write once/read many times.
However, it soon became clear that the demo program did not communicate with any other application. Hence it was impossible to capture the data read by the reader and use it for application purposes. TI support was contacted to explore the possibility of obtaining software that could interface between the reader and say an MS Access application. None was available. Therefore, it was decided to develop interfacing software in-house. Visual Basic 6 was selected as the language of choice on the basis of the researchers' familiarity with it. Since Texas Instruments provide only technical specifications for the S2000 reader, it became necessary to do low level programming, which makes use of the byte-level communication protocol given in the specifications. For this purpose, MSComm control was employed in the serial communication program. After several trials, a small utility program was developed that successfully communicated with the RFID reader. A screenshot of this utility is shown in Figure A -2.
Using this program several experiments were conducted to observe the effect of distance and direction on the range of various transponders. The transponders used were of the following types ( Figure A-3) • 85mm Read/Write Disk Transponder • 30mm Read Only Disk Transponder It was found that the range of these transponders fell between 2 and 18 inches ( Figure A-4 ). This range was considerably less than the specified range which was from 8 to 80 inches. However, a footnote to the specifications indicated that these ranges are approximate and depend on various factors including the environmental conditions, the configuration of the reader antenna used and RF regulation in the country of use. All the tags used in experiments were of passive type. In the presence of metal objects, the range of tags dropped drastically. Ranges for cylinder and disk The reader worked satisfactorily in presence of radio interference which was generated by the PCs in the room. This radio noise was picked up by the reader and indicated by a yellow flashing LED on the interface board. However, when two or more tags were brought in the vicinity of the antenna at once, the reader simply ignored all of them, except when one of the tags was the 120mm cylindrical tag. In that case only the 120mm tag was read. This finding is easily explained by the longer read range of the cylindrical transponder. The read range of other transponders is shown in Figure A -4. It shows a rough correspondence of read range with the size of the tag. However, all ranges were considerably lower than their specified values.
In April 2004 Alien Technologies announced a 20 cent tag (Figure 1 ) for customers buying minimum of a million tags [Collins, 2004] . At lower quantities the prices are still extremely high as can be seen from Table A-1. 
APPENDIX II. VENDORS
The RFID industry may be segmented into hardware, software, system integration, printing, and services sectors. Addressability: The storage capacity of a tag is divided up into a combination of read-only and read-write fields or blocks. The ability to address these fields for reading or writing purposes is called the tag's addressability.
Air interface protocol:
The rules that determine how readers and tags communicate with each other.
Antenna gain: The ability of an antenna to converge radio waves in a certain direction is measured by its gain. The gain of a theoretical antenna that radiates equally in all directions is 1, by definition, and is called an isotropic antenna. The gain of a real antenna is expressed relative to this theoretical antenna and is affected by the size of the antenna, its efficiency of focusing the radiation, and its operating frequency.
Anti-collision:
The algorithm written to prevent radio waves from two adjacent devices or tags from interfering with each other. These algorithms are also used to read multiple tags in the same reader's field. Backscatter: An RFID communication method in which a passive tag communicates with a reader by reflecting back radio waves beamed at it by the reader. The tag modulates the wave before reflecting it back to encode and transmit its data.
Auto
Chipless RFID tag: An RFID tag with only an antenna and no silicon microchip. Instead of a microchip, some chipless tags contain circuits of conducting polymers. Materials that can partially reflect back radio waves bombarded at them are also used in some other chipless RFID technologies.
Concentrator:
Multiple RFID readers may be connected to a single host computer by using a special device known as a concentrator. The concentrator gathers data from all the readers connected to it, filters the data, and passes on only useful information to the host.
Data read rate:
The number of tags that can be read within a given time interval.
Data transfer rate:
The speed at which data is exchanged between a tag and a reader.
EEPROM (Electrically Erasable Programmable Read-Only Memory):
A kind of non-volatile method of storing data on integrated circuits. Normally individual bytes can be wiped out and reprogrammed. Factory programmed chips, where the data is burnt into the chip when the chip is made, are cheaper than RFID tags having an EEPROM in them. However, EEPROM chips are more flexible because the end user can read, write, and re-write data as and when required.
Electromagnetic interference (EMI):
Many electrical devices such as motors, conveyor belts, robots, or cell phones generate radio noise that can interfere with the clean signals from RFID tags and cause the performance of a reader to deteriorate.
Electronic article surveillance (EAS):
A simple electronic tag that uses RF-based or acoustomagnetic technology that can be switched on or off to signal its presence. These tags are used mostly in retail stores and libraries to prevent shoplifting and theft. When a person walks past a detector with a still-on EAS tag an alarm goes off. The tag may be switched off at the time an item is purchased or borrowed.
Electronic Product Code (EPC):
EPC is a 96-bit code identifying the individual item, the product category and the manufacturer. EPC is under development by the Uniform Code Council (UCC) as a standard.
EPROM: (pronounced ee-prom) EPROM stands for erasable programmable read-only memory. It is a special type of non-volatile read-write memory whose contents can be erased by exposure to ultraviolet light. Once erased it can be reprogrammed electrically.
Error correcting code: A number or a code computed according to certain algorithms that lets a reader detect and correct errors that might occur during a read operation. These codes are used to avoid situations where a reader mistakenly thinks a diamond ring to be a toothbrush.
European Telecommunications Standards Institute (ETSI):
ETSI is an independent, non-profit organization responsible for standardization of broadcasting, telecommunications, and related areas such as medical electronics within Europe.
European Article Numbering (EAN):
A UPC compatible bar code standard used across Europe, South America, and Asia. It is administered by Brussels based EAN International http://www.eanint.org/.
Federal Communications Commission (FCC):
The FCC is a US government agency that regulates wire, radio, satellite, cable, and television communications.
Field programming: The writing of data onto tags containing non-volatile memory such as an EEPROM, after they are shipped from the factory.
Frequency:
The number of complete wave cycles per second. One Hertz (Hz) equals one cycle per second. One Kilo Hertz (1KHz) equals one thousand cycles per second.
Frequency hopping: An anti-collision technique used to prevent radio waves from adjacent readers from interfering with one another. RFID readers usually operate in a band of permissible frequencies rather than at a precise frequency value. The readers may jump from one frequency to another in a random or a programmed fashion within the lower and the upper limits of the band. The chances of two readers working at the exact same frequency is minimal for sufficiently wide bands.
Industrial, Scientific, and Medical (ISM) bands: A group of electromagnetic frequencies not requiring licensing commonly used for cordless phones and WiFi. These groups are :
• ISM-900 ranging from 902 to 928 MHz
• ISM-2.4 ranging from 2400 to 2483.5 MHz
• ISM-5.8 ranging from 5.725GHz to 5.850 GHz Equipment which uses the ISM band must tolerate interference from other such equipment and must operate within certain maximum emitted power limits.
Inlay:
Essentially the unfinished core of smart labels, inlays consist of a microchip attached to an antenna.
Memory block:
The storage capacity of an RFID tag is usually broken into a set of fields that could be written to or read individually. It is possible to lock some of these fields permanently so that they can not be overwritten.
Multiplexer: With the help of an electronic device called a multiplexer, several antennas may be connected to a single reader. The reader employs a program to poll antennas in a sequence. This mechanism allows a wider area to be covered by a single reader and avoids antenna interference.
Null spot: At some points within a reader's field the radio waves may cancel each other out due to reflection and interference. Such 'blind spots' are quite common in UHF systems.
Object Name Service (ONS):
It is a service that locates detailed information about an object stored on the Internet using the object's unique EPC. It works just like Domain Name Service (DNS) which locates web pages on the Internet using unique IP addresses.
Orientation:
The relative alignment of a tag antenna and a reader antenna.
Patch antenna: A small solid metal or foil antenna, usually square in shape.
Phantom read (a.k.a. a false read or phantom transaction): When a tag that does not physically exist, erroneously appears on a reader's screen.
Programming a tag:
Storing data on to an RFID tag. The term "commissioning a tag" is also sometimes used for this purpose.
Read:
The process of energizing an RFID tag by beaming radio waves on it in order to read its data by decoding the waves sent back by the tag.
Reader field: The range in which tags can be read.
Reader talks first:
A method of communications between passive tags and their reader. The tags are energized by the reader but do not respond until asked by the reader. In this way a reader can isolate a specific tag by using algorithms such as 'tree walking' (also called singulation).
Singulation: A group of methods by means of which a reader can single out a tag having a specific serial number. Suppose the reader is looking for a tag with a serial number 10110011… . The reader starts by asking all tags whose serial number start with a '1' to respond. If more than one tags respond, the reader then asks all tags with serial numbers starting with '10' to respond and then '101' and so on. This method is known as 'tree walking'.
SAW (Surface Acoustic Wave):
SAW is an identification method in which RF waves are converted into ultrasonic acoustic waves by a piezoelectric crystal mounted on the surface of a tag.
Tag talks first:
In this UHF mode of communication between passive tags and their readers, the tags start transmitting their data as soon as they enter a reader's field. This mode is useful for tracking fast moving objects.
WORM:
Write once, read many. A type of memory that can be written only once but read multiple times thereafter.
XML Query Language (XQL):
An (extensible markup language) XML-based, non-procedural query language used to search a networked database. 
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